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Enterprise File Transfer
and virtual Data Rooms.
With security made Iin
Germany.

idgard is a GDPR compliant platform from Germany which
combines secure data transfer and virtual data rooms with
efficient collaboration tools.

WWW.IDGARD.COM
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Secure cloud
collaboration
made easy.
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+ Simply work together securely in the cloud
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What is idgard?
idgard is a German all-in-one platform that combines
virtual data rooms, file sharing and collaboration to

simplify digital teamwork both internally and externally.
Unauthorised access to your data is impossible thanks to

the patented and certified Sealed Cloud technology. Even

idgard cannot access your data.

Highly secure
Sealed Cloud technology

Excludes your own IT and even
idgard from accessing data

Certified in the highest protection
class and compliant with GDPR

Protection of data during storage,
transfer and even processing

Servers operating in Germany

only, means your data is under
German data protection law

User-friendly
and easy to use

Intuitive and easy to use without
training. idgard can be used
immediately in your browser
without installation.

Seamless integration into other
IT environments to continue
working as usual

Easy rollout in your company. Start
using idgard within a few minutes.

Excellent
customer service

Customer support by
email and phone

Complete self-service from
onboarding to invoicing

Integrated onboarding assistant

enables immediate use
without prior knowledge.

Support by the service centre,

including tutorials, videos and
instructions
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How to use idgard?

The highly secure cloud solution is 100% compliant with GDPR
and therefore can be used wherever data protection must be

ensured.
Board and committee M&A and Protection/exchange of Teamwork across companies
communication due diligence audits sensitive data (compliance) (internal and external)

Secure data transfer

Secure team and project work within your company and beyond -
wherever you are.

Maximum protection as well as compliance with legal data v Share folders or documents with just one click and set up

V' protection regulations - share confidential documents and download restrictions, expiry dates and passwords.

sensitive data with colleagues and external partners.
Start secure teamwork within minutes. idgard is easy and

intuitive to use and can be deployed immediately in your
browser without installation.

v Seamless digital collaboration with external partners v

without an idgard account - with guest licences and
download links.

Access your files at any time with any browser and mobile

v Keep track of all changes with the audit-proof activity log. v
on your tablet or smartphone.

Key features of

idgard data transfer s e
&/ Easy and secure saving and sharing of data a Sales @e@ o
&/ Secure email attachments via encrypted links 8 n S e@ 8
& Synchronisation of your data on all end devices

Datenraum Partner e n
v Highly secure mobile access via apps for

iOS & Android

Datacmum eceo =&
Privacy @ ﬁ

<

Individual access permissions for all users

<

Messaging and chat features for easy communication

Read more about data transfer



https://www.idgard.com/product/data-transfer/?utm_source=brochure&utm_medium=WP_EN&utm_campaign=data-transfer
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Use case: Virtual data rooms

Maximise security, compliance and efficiency across board and
committee communications.

Provide supervisory and board members with all relevant
documents, fast and easy.

v

v Meeting management with automatically generated

meeting folders and surveys

Audit trail for projects that require special protection against
unauthorised sharing.

& Track all changes and activities in idgard data rooms.

“idgard offers our employees the possibility to quickly establish i

Secure exchange of
information in transactions

idgard ensures that all information is protected during a sales
process or a due diligence review.

v

Sales documents and bids can be viewed and remain
strictly confidential.

Digital work even for
professional secrecy holders

Efficient work for e.g. lawyers, notaries or tax consultants.

idgard is compliant with GDPR and ensures reliable
protection of sensitive data.

v

Jorn Winzen
IT Project Manager

a communication channel with clients. Documents can be

provided very easily. Confidentiality is absolutely guaranteed.”

Key features of
idgard data rooms

& Create session folders from PDFs
v Protection against unauthorized sharing of your

documents (e.g. watermarks)
v Conducting and evaluating surveys and polls

Journal feature: audit-proof documentation of all activities
v in the data room

Easy permission editing*: Assign individual rights to all project
¥ participants and access control through a member list.

*also with Active Directory & OpenLDAP
v Mobile working with teamwork features such as chat,

notes and PDF annotations

Read more about virtual data rooms
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https://www.idgard.com/product/data-room/?utm_source=brochure&utm_medium=WP_EN&utm_campaign=data-room
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Create a modern digital
workplace with idgard’s
seamless integration into
existing workflows.

idgard makes maximum security for cloud collaboration as easy safer than ever before. With our integrations and apps,
as it gets. Thanks to interfaces and additional software it's you can use idgard comfortably on your operating system
effortless to integrate idgard into your existing applications. or mobile on your tablet or smartphone.

Your daily work process remains the same, just better and
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Flexible and seamless

Integrations

Modern interfaces (APIs) enable a seamless integration of idgard idgard can even be integrated into specialised and

into the corporate IT. Benefit from simple user administration customized processes with the help of document

and convenient access via intranet (single sign-on). management tools, automatic delivery or individualised
messages.

Read more about integration options

“With audit-proof data rooms, idgard enables a comfortable éj Oliver Starzonek

exchange of documents for external communication with our Ly ChiefFinancial Officer

clients. Thanks to the technical sealing, idgard is also suitable for| @

professional secrecy holders.” bakertilly


https://www.idgard.com/product/integrations/?utm_source=brochure&utm_medium=WP_EN&utm_campaign=integrations
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Always put your data where it really
belongs: in a safe place.

idgard meets the strictest security and data protection requirements for a cloud service and can therefore be
used without any problems in regulated industries with sensitive content.

EU-GDPR compliant

The entire platform is compliant with EU data
protection laws and can therefore be used by
professional secrecy holders such as lawyers,
notaries or auditors.

Highest security standard

idgard meets the high standards of the Trusted Cloud
Data Protection Profile (TCDP) and implements the
measures required for Protection Class 3 accordingly.

Your data remains in Germany

All servers are operated exclusively in Germany. This
means that your data is subject to German data
protection law.

No one has access, not even idgard

Only you control your data. idgard also excludes itself
from access to user data through the Sealed Cloud
technology.

What makes idgard unique:
three pillars of security
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Patented Sealed Cloud Technology

Our patented Sealed Cloud technology is at the
heart of idgard. It demonstrably excludes any
unauthorized access to data and connection
information with the help of technical measures.

Independent Certification

idgard meets the high standards of the Trusted
Cloud Data Protection Profile (TCDP) for cloud
services. This means idgard complies with the
highest data protection requirements - your
data is in the best hands with us.

Highly secure Data Centers

The highly available and multi-certified idgard
data centers are suitable for even themost
demanding regulatory requirements thanks to
state-of-the-art security solutions.
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Security on your end device

Strong user authentication
2-factor authentication with TOTP or SMS

Secure viewing of PDFs in the integrated viewer
No forwarding to external PDF viewers: user data remains secure
in the app, even when viewing and editing (depending on the '

platform). .

Secure, mobile offline availability of documents

Encrypted storage of downloaded files and possibility of
intelligent deletion.

Control of your own data

All data is stored in the idgard cloud. The user only determines
data access.

Read more about security features



https://www.idgard.com/security/
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We create
trust through
security.

idgard GmbH +49 (0)89-444 435 140
Landsberger Str. 396 contact@idgard.com
81241 Munich www.idgard.com
Germany

idgard - a DriveLock Company - combines highly secure data exchange and virtual data
rooms in one product - for efficient and legally compliant digital collaboration. The
highest security and compliance requirements are met, ensuring GDPR-compliant
processing of sensitive data.

More than 1,200 companies already rely on idgard, including IT and communications
providers, management consultancies, financial service providers, public authorities and
operators of critical infrastructures.


https://www.idgard.com/?utm_source=brochure&utm_medium=WP_EN&utm_campaign=home
https://www.idgard.com/?utm_source=brochure&utm_medium=WP_EN&utm_campaign=home

